RELACION DE PROTOCOLOS CRIPTOGRAFICOS UTILIZADOS EN AFIRMA

ssl-enum-ciphers:
TLSv1.0:
ciphers:
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (dh 1024) -
TLS_DHE_RSA WITH AES_128 CBC_SHA (dh 1024) -
TLS_RSA WITH_AES_256_CBC_SHA (rsa 2048) - A
TLS_RSA_WITH AES_128 CBC_SHA (rsa 2048) - A

A
A

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (secp256rl) - A
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (secp256rl) - A

compressors:
NULL

cipher preference: server

warnings:

Key exchange (dh 1024) of lower strength than certificate key

TLSv1l.1:
ciphers:
TLS_DHE_RSA_WITH AES_256 CBC_SHA (dh 1024) -
TLS_DHE_RSA_WITH_AES_128 CBC_SHA (dh 1024) -
TLS_RSA_WITH_AES_256 CBC_SHA (rsa 2048) - A
TLS_RSA WITH_AES_128 CBC_SHA (rsa 2048) - A

A
A

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (secp256rl) - A
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (secp256rl) - A

compressors:
NULL
cipher preference: server
warnings:
Key exchange (dh 1024) of lower strength than
TLSv1.2:
ciphers:
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (dh 1024)
TLS_DHE_RSA WITH_AES_128 GCM_SHA256 (dh 1024)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (dh 1024)
TLS_DHE_RSA WITH_AES_ 256 _CBC_SHA (dh 1024) -

A

certificate key
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TLS_DHE_RSA_WITH_AES_128 CBC_SHA256 (dh 1824) - A

TLS_DHE_RSA WITH_AES_128 CBC_SHA (dh 1024) -
TLS_RSA_WITH_AES_256_GCM_SHA384 (rsa 2048)
TLS_RSA_WITH_AES_128 GCM_SHA256 (rsa 2048)
TLS_RSA_WITH_AES_256_CBC_SHA256 (rsa 2048)
TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A
TLS_RSA_WITH_AES_128 CBC_SHA256 (rsa 2048) -
TLS_RSA_WITH_AES_128 CBC_SHA (rsa 2048) - A

A
A
A
A

A

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (secp256ri) - A
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 (secp256ril) - A
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (secp256ri) - A
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (secp256rl) - A
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 (secp256ri) - A
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (secp256rl) - A

compressors:
NULL

cipher preference: server

warnings:



Key exchange (dh 1024) of lower strength than certificate key
least strength: A



